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Setting the Scene: Timeline of Key Events 
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Dec. 17, 2021
SEC announces 
record keeping 
charges against 
Wall Street bank

Sept. 27, 2022
SEC announces 
record keeping  

charges against 16 
Wall Street firms

Nov. 2022 –
Present

Reports of SEC 
sweep 

examinations

Sept. 15, 2022
DOJ Monaco 

Memo

March 2023 
DOJ Corporate 

Compliance 
Evaluation Memo 

Update



Relevant Agency Rules



Relevant Agency Rules: The Exchange Act
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Securities and 
Exchange Act of 
1934

§ 17 & Rule 17a-4
• Among other things, Rule 17a-4 requires 

broker-dealers to preserve for a period of 
three years “originals of all communications 
received and copies of all communications 
sent… relating to its business as such.”



Relevant Agency Rules: The Investment 
Advisers Act
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The Investment 
Advisers Act of 
1940

§ 204 & Rule 204-2
• Rule 204-2 obligates registered investment 

adviser to “make and keep true, accurate and 
current … books and records relating to its 
advisory business.”

In its recent orders, the SEC noted the rule 
requires, in relevant part, investment advisers to:

“preserve in an easily accessible place 
originals of all communications received and 
copies of all written communications sent 
relating to, among other things, any 
recommendation made or proposed to be 
made and any advice given or proposed to 
be given.” 



Relevant Agency Rules: Other 
Considerations
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Failure to 
Supervise 
Employees

• Regulated entities must also be aware of the 
requirement to supervise their employees to 
prevent or detect violations of applicable laws 
and regulations

• Failure to do so can result in additional 
violations, including:

• § 15(b)(4)(E) of the Exchange Act;
• § 203(e)(6) of the Advisers Act



Communication at Issue



Communication at Issue: 
Relevant Communication
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• Regulators are focused on ensuring all 
business-related communication is 
preserved.

• This includes communication between:
• Colleagues;
• Clients;
• Broker-dealers customers; and
• Other persons connected to the 

securities, commodities, or 
swaps – related businesses.

• Mediums at issue include:
• Text messages;
• WhatsApp; 
• Signal; and
• Personal email.



Communication at Issue: “Business-
Related”
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• SEC has not specifically defined 
“business-related.”

• SEC has applied the term to 
communication involving the 
following:

• Investment strategies;
• Client meetings; and
• Market, analysis, activity 

trends, or events.
• However, content of 

communication will likely be the 
determining factor

• In an adopting release of Rule 
17a-4 (Feb. 1997), SEC noted 
that “the content of the 
electronic communication is 
determinative[.]”



Communication at Issue: “Business-
Related”
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Rules 
Applicable 
to Broker-

Dealers

§ 17 & Rule 17a-4
• “all communications … relating to its business as 

such.”

The Investment Advisers Act: § 204 & 
Rule 204-2
• “communications received … [or] sent … relating to 

advice given or proposed… receipt, 
disbursement, or delivery of funds or 
securities… placing or execution of any order to 
purchase or sell…[or] predecessor performance.” 

Rules 
Applicable 

to 
Investment 
Advisers
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It's wild! Think it’ll keep 
going up?

Have you been watching 
ABC today? 

Communication at Issue: Examples
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Interesting….I’ll call you.

Hey, doing a block of ABC. 
Lmk if you want details

Communication at Issue: Examples (cont.)



Communication at Issue: Examples of 
Relevant Communication
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SEC Order: Sept. 27, 2022.
• Investment banker received text 

messages concerning “investment 
strategy; discussions of investment 
banking client meetings; and 
communications about market 
color, analysis, activity trends or 
events in the technology industry.” 

• Managing director exchanged off-
channel business related 
communication with colleagues, 
clients, and industry participants



Enforcement Actions & 
Exams



Enforcement Actions & Exams: December 
2021 Efforts
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December 2021: 
SEC and CFTC
Enforcement 
Actions

• SEC and CFTC resolved charges against a 
major Wall Street firm resulting in a combined 
penalty of US $200 million.

• The firm was charged with “widespread and 
longstanding failures by the firm and its 
employees to maintain and preserve” business-
related communication.

• Platforms at issue included:
• Text messages;
• WhatsApp; and
• Personal email.

“As technology changes, it’s even more important
that registrants ensure that their communications are
appropriately recorded and are not conducted outside
of official channels in order to avoid market
oversight[.]”

SEC Chair Gary Gensler



Enforcement Actions & Exams: September 
2022 Efforts
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• SEC and CFTC announced a group of 
settled enforcement actions

• Charges against 15 high-profile broker-
dealers and 1 investment adviser.

• Centered on failures to monitor and 
retain business-related communication 
conducted over “off-channel” mediums.

• Penalties:
• Collectively $1.1 billion in monetary 

penalties;
• Hiring an independent consultant to review 

and report (to the SEC) on policies, 
procedures, training; 

• Adopt independent consultant’s 
recommendations (unless unduly 
burdensome); and

• Consultant reviews preservation programs 
one year after submitting its initial report to 
the SEC.



Enforcement Actions & Exams: September 
2022 Efforts
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September 2022: 
Takeaways

“These actions deliver a 
straightforward message 
to registrants: You are 
expected to abide by the 
Commission’s 
recordkeeping rules[.]” 

Sanjay Wadhwa

In 2021 and 2022 Orders, SEC focused on the 
following facts:
• Record Keeping Failures: Widespread and 

pervasive use of unrecorded business-related 
communication conducted through off-channel 
mediums.

• Use of text messages, WhatsApp, Signal, and 
personal email.

• Policy Failures: Existence of record retention 
policies and procedures that were not followed 
or enforced; and

• Management and supervisors tasked with enforcing 
policies and procedures related to record retention 
and off-channel communication also violated such 
polices and procedures.



Enforcement Actions & Exams: Additional 
Inquiries
• November 2022: 

• Three large private equity firms 
disclosed in quarterly filings 
they were responding to SEC 
inquiries into their business-
related messaging.

• February 2023: 
• Two hedge funds disclosed the 

SEC had asked to review 
mobile phones for potential off-
channel communication.

• A French bank announced the 
SEC requested information 
related to compliance with 
recordkeeping requirements in 
connection with business-
related communications on 
unapproved messaging 
platforms

182023 klgates.com



Department of Justice 
Guidance



DOJ Guidance: Prior Guidance
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• September 2022: Monaco Memo
• Management of third-party 

messaging platforms impacts 
cooperation assessment, 
including information retention and 
availability;

• Prosecutors urged to consider 
how use of third-party messaging 
platforms are policed; and

• Corporations expected to have 
policies and training related to 
third-party messaging platforms.

• November 2022: DOJ Comments
• Emphasize importance of 

employee training;
• Third-party messaging platforms 

are risky; and
• Adopt a risk-based approach.

Assessing Corporate Compliance Programs



DOJ Guidance: March 2023 Guidance
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• Communication Channel
• What types of channels are used?
• Preservation mechanisms in place?
• Are deletion settings available?

• Policy Environment
• What is in place to ensure 

communication is preserved?
• Are policies enforced?  Are they 

effective?
• How do companies with a “bring 

your own device” program manage?
• Risk Management

• Consequences for violations or 
refusal to comply?

• Has disciplinary action occurred?
• Has use of third-messaging 

negatively impacted the company in 
responding to government inquiry?

Assessing Corporate Compliance Programs



How to Prepare?



How to Prepare: Start Now
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How to Prepare: Practices and Procedures
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• Institute and/or evaluate current 
and prior policies pertaining to 
electronic records preservation 
and the use of communication 
channels.

• Policies should clearly state 
violations can result in 
disciplinary action.

• Conduct routine trainings on 
the firm’s policies and 
procedures regarding electronic 
communication and off-channel 
mediums.



How to Prepare: Practices and Procedures
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• Institute technological 
measures that preserve and 
flag off-channel 
communication, or prohibit the 
download or use of certain 
applications where message 
retention is not possible.

• Issue company-owned phones 
or company-managed phones.

• Conduct periodic audits of 
electronic communication 
storage and use of messaging 
applications. 



Questions? 

• • •




	Message Received: Government Agencies Zero In On Off-Channel Communication
	Slide Number 2
	Setting the Scene: Timeline of Key Events 
	Slide Number 4
	Relevant Agency Rules: The Exchange Act
	Relevant Agency Rules: The Investment Advisers Act
	Relevant Agency Rules: Other Considerations
	Slide Number 8
	Communication at Issue: �Relevant Communication
	Communication at Issue: “Business-Related”
	Communication at Issue: “Business-Related”
	Communication at Issue: Examples
	Communication at Issue: Examples (cont.)
	Communication at Issue: Examples of Relevant Communication
	Slide Number 15
	Enforcement Actions & Exams: December 2021 Efforts
	Enforcement Actions & Exams: September 2022 Efforts
	Enforcement Actions & Exams: September 2022 Efforts
	Enforcement Actions & Exams: Additional Inquiries
	Slide Number 20
	DOJ Guidance: Prior Guidance
	DOJ Guidance: March 2023 Guidance
	Slide Number 23
	How to Prepare: Start Now
	How to Prepare: Practices and Procedures
	How to Prepare: Practices and Procedures
	Slide Number 27
	Slide Number 28

